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WHAT MAKES A FINTECH

Flavors of Fintech

The fintech label applies broadly to financial-services companies using the internet,
mobile phones and the cloud, including:

Peer-to-peer lenders
Funding Circle and
LendingClub are examples
of these nonbank lenders.
They match borrowers with
investors and shorten
approval times to hours.

Robo-advising

Giant BlackRock Inc. and
new firms such as Scalable
Capital Ltd. use algorithms
to adjust portfolios in line
with a customer’s risk
preferences.

lllustrations by QuickHoney

Crowdfunding

Indiegogo and GoFundMe
raise small amounts of
money from large numbers
of people. They

help charities and
entrepreneurs.

Mobile payments

Millions of people without
bank accounts can now
transfer money from their
mobile phones. Some
services convert currencies
for less than banks charge.

Blockchain and Bitcoin
Exchanges and banks are
developing applications using
blockchain, the free
database that processes
Bitcoin transactions.

Insurance

Traditional companies are
investing in so-called
insurtech startups, which
claim to cut the time it takes
to buy life insurance to
minutes from weeks.




WHAT MAKES A FINTECH

|| Synchronised (data, gadget, marketplace)

Man-machine synergy
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WHAT MAKES A FINTECH

®  Fintech: FINANCE + TECHNOLOGY

The use of technology for a variety of financial services and products Y . i the ability t
nNNhovation IS the anitity 1o see

= An innovation in the making

= |nnovation on worldly affairs in order to attain the pleasure of Allah SWT Change as an opportunlty -
is encouraged in Islam not a threat”
= Qur’an Chapter 55:33 —“O company of jinn and mankind, if you are able (Steve JObS)

to pass beyond the regions of the heavens and the earth, then pass.You
will not pass except by authority [from Allah ].”

m  Comes with Pros and Cons

= Utility: Towards efficiency, inclusiveness and increased transparency

m  Risks: In term of Data security, Data privacy and Issues of consumer
protection




WHAT CHANGES: FINANCIAL SERVICES & DIGITISATION

= With the financial industry moving towards “Datafication” - the process of
digitisation, new dimensions of risk quantifying all information around us:
management have emerged. our location, movement,
®  Datafication: Tendency to record not only the Commu_mcatl_ons' usage of devices,
critical data, but also everything else. etc. which will allow us to use such

information in new ways, such as in

M dget, tential ity b h . L : - -
" More gadget, more potential security breaches predictive analysis. This will help us

= Same thief, new method! further to unlock the implicit, latent
= CIA of data security: Managing the value of the information.
confidentiality, integrity and availability of data V. Mayer-Schonberger and K. Cukier (2013) a
®  Legal risks surrounding data : From reputation Pl DaciAt RHe;;Iw: r,‘_lza\t,\,v;/,.':(lzzn;fﬁ:,nlz @ &
to financial detriments @_ @

% ¢




OUR “FINTECH” NEWS TODAY

Go gle fintech

Q Al =] News &) Images Q@ Maps ] Books
About 72,300,000 results (0.24 seconds)

Investment news

K Keuangan - Kontan Online - K.. v Money Kompas.com

Jelang lebaran, satgas
waspada investasi
kembali temukan fintech
lending ilegal

Hingga April 2021, OJK
Telah Blokir 3.198
Fintech llegal -
Kompas.com

9 hours ago 7 hours ago

sonny .com

Settings Tools

M. CNBC Indonesia

Awas Tertipu! Ini 86
Pinjol llegal yang Ditutup
OJK Tech - 6 jam yang
lalu

11 hours ago



WHAT REMAINS: THE NEED FOR FINANCIAL INTEGRITY AND

CONSUMER PROTECTION

* Accessibility for all
* Affordability
* Technological adoption and adaptation Q Search Bloomberg

@ bloomberg.com/news/articles/2018-10-11/alipay-says-hackers-used-stolen-apple-ids-to-siphon-off-money T

Cybersecurity
Hackers Are Using Stolen Apple IDs to
Swipe Cash in China

. f Bloomberg News
SeCUFIt)’ Of transaction October 11, 2018, 11:50 AM GMT+8 Updated on October 11, 2018, 5:34 PM GMT+8

. .
Financial EXCZES
» China’s top digital wallet didn’t say how much was stolen LIVE ONBLOOMBERG

Sec u ”t)' Of ﬁ nanci al SYSte m » Ant Financial and Tencent are working with Apple on the case "‘f“‘ Live "

ol [
I nte rlt _— @ reuters.com/article/us-alibaba-cyber/hackers-attack-20-million-accounts-on-alibabas-taobao-shopping-site-idUSKCNOVD 14X
LISTEN TO ARTIGLE Ant Financial’s 4
attackers emplo
» 211 L Reute
made off with ai

China’s top digit *.. ' REUTERS Business  Markets  World  Politics TV More
SHARE THIS ARTICLE
K share
W Tweet Alipay, whose p

caid on ite Waiky TECHNOLOGY NEWS FEBRUARY 4

Fraudsters

CO n S u m e r Industrial exploit Hackers attack 20 million accounts on

Right to privacy Alibaba's Taobao shopping site

P rOteCtiOn Public security, social stability, e =T

economic resilience
8

accounts on Alibaba Group Holding Ltd’s Taobao e-commerce website using Alibaba’s

BEIJING (Reuters) - Hackers in China attempted to access over 20 million active

own cloud computing service, according to a state media report posted on the Internet

regulator’s website.




WHAT REGULATORS SHOULD DO IN THE FACE OF INNOVATION

= “law” is not rules written on stone
®  The law shall reflect the societal development
m  Creates certainty in business
m  Set up a correct expectation of social behaviour
m  Rectify the wrongs in society

®  Balances private and public objectives

= |nnovation is disruptive in nature

m A disruptive law is necessary
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TAKING A DISRUPTIVE APPROACH: DISRUPTING THE DISRUPTIVES

" |nstead of writing a strict rule of the game in the form of law and regulation, it is necessary to
look for a rather flexible approach. Follow these steps:

® |nnovation does not work in legal vacuum: Define the existing legal framework that may help OR that
may NOT help

m  Regtech must be responsive to technologies while remaining technology-neutral!
®  |earn from Mistakes in the past: E-Hailing service, Cryptocurrency, OTT, e-Shop, e-News
m  Consider all stakeholders (Multi-stakeholdersim)
= Start with trust!

= |n Malaysia, the Fintech Regulatory Sandbox (Sandbox) 2016 plays an important role in enabling the
financial innovation can survive and sustain efficiently in a live environment. It also allows for a more
targeted and efficient testing approach for high-impact innovations.

m  Consider all modalities on regulations at all time!

sonny .com




FINTECH DOES NOT PLAY IN LEGAL VACUUM

Capital Markets Financial Central Bank of Personal Data

and Services Services Act Malaysia Act Penal Code Protection Act
Act 2007 2013 2009 2010

Capital Markets and Anti-Money Laundering,
Services (Prescription of Anti-Terrorism

Securities) (Digital Financing and Proceeds OO 2

Multimedia Act 1998

Islamic Financial Credit Reporting
Services Act 2013 Agencies Act 2010

Currency and Digital
Token) Order 2019

of Unlawful Activities
Act 2001




LESSIGS’ 4-MODALITIES APPROACH IN REGULATING FINTECH

* Social values
* Business objectives
* Religiosity

* Law & Regulation
* Industrial Reg
* Best practices

\_

 Apps specification
* Data protection
policy

( * Technical Standard\

Architecture

Code/Law

- Tax regime
* Licensing regime
* Incentives
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THE BLINDSPOTS ON FINTECH: DATA GOVERNANCE

Fintech risks as blindspot:You know it’s there, but you don’t
see it. It does not improve unless you make adjustment.

mam  Blindspot #1:When too much is not good (data obesity)

muma  Blindspot #2: Is it your data? Who's the owner?

mmmm Blindspot #3: Delegate the task, not the responsibility

Blindspot #4: Trust being abused
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JUAL-BEL! INFORMASI NASABAMH

Lindungi Data Pribadi!

Sejumiah Aturan Mengenai Perlindungan

JAKARTA — Peamerintah dinilai perdy segera membuat
regulasi perfindungan data pribodi setelah kasus jual
beli data nascbah masih marak terjodi di masyarckat.
Sementara v, masyorckat juga dibarapkan
mendapatkan edukasi terkait dengon dota privasi ini.
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Pengamanan
KTP Elektronik

Liputan investigasi Kompas mengungkap peredaran
dan jual beli blangko kartu tanda penduduk
elektronik asli di pasaran.

JAKARTA, KOMPAS — Blangko
KTP elektronik asli dengan spe-
sifikasi resmi milik pemerintah
beredar dan diperjualbelikan di
pasaran. Padahal, sebagai doku-
men negara, blangko KTP-¢l
tidak boleh beredar di pasaran
dan diperjualbelikan.

Tim liputan Kompas mem-
peroleh blangko KTP-¢l ashi di
Pasar Pramuka Pojok, Jakarta
Pusat, dan salah satu penjual di
platform e-dagang Tokopedia
Blangko tersebut identik de-
ngan blangko resmi yang hanya
dikeluarkan pemerintah. Holo-
gram di blangko pun menyeru-
pai hologram KTP-el ash.

Saat ditempelkan ke telepon
pintar yang dile m:k api NFC
(peranti komuni! antardua
perangkat), cip d mua blang-
ko mengidentifikasi diri sebagai
NXP, sama dengan cip di KTP-el
asli.

Pengujian secara teknis yang
dilakukan ahli cip Eko Fajar
Nur Prasetyo mengidentifikasi

>> BACA JUGA DI KOMPAS.1D
klik.kompas.id/blangkoktpel

bahwa satu blangko dan satu
KTP-el yang diperoleh dari Pa-
sar Pramuka Pojok serta satu
blangko yang diperoleh
kopedia memakai ¢ip N

Eko mengungkapkan, blang-
ko yang diperoleh tim Kompas
saat diuji mengidentifikasi diri
sebagai cip NXP. Pengujian itu
menggunakan mesin pembaca
kartu (card reader).

"Sesuai hasil pengujian, cip
itu me npku wh.ngwi NXP" kata
Eko,
KPK
lam sidang l\urupsx KTP-el.

Menurut dia, ketiga blangko
yvang diuji 80 persen berfungsi
normal. "Cip itu (di ketiga
blangko KTP-el yang diuji) mau
bicara dengan (card) reader

(Bersambung ke him 15 kol 3-5)

Sanksi Pemalsuan KTP Elektronik

kan blangko
Dokumen
Kependudukan diker

UU No 24
Tahun 2013

tentang
Administrast
Kependudukan
Pasal 96 dan
96A

=

Pasal 96:

tahun

z Denda paling

miliar

Pasal 96A:

Duku men
Kependudukan
13l ancaman

yak Rp 1

Teknologi
KTP Elektronik

Bentuk KTP elektronik (KTP-el)
sesuai dengan IS0 7810 dengan
form factor ukuran kartu kredit,
yaitu 53,98 mm x 85,60 mm.

L

Struktur KTP-el terdiri atas
sembilan layar yang akan
meningkatkan pengamanan
dibandingkan KTP konvensional.

Tahan terhadap pembengkokan
hingga 3.000 kali

deu_m
celsius

Tehan suhu tinggi hingga 75
derajat celsius selama 24 jam

KTP-el dilindungi dengan

keamanan pencetakan

seperti

« refief text

* microtext

« fiiter image

* invisible ink

* warna yang berpendar di
bawah sinar ultraviolet

e anti-copy design,

SFOGIAF K LUNLS:
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RESETTING DATA CULTURE

Information society requires a resetting
of ethical and cultural adjustment
towards data

(o)

DATA DUE DILIGENCE

Data is viewed as assets that have to be
managed and protected within appropriate
measurable steps

o

NEW OFFENCES
Restrictions are introduced to
reshap the new expected
behaviour on data

New Norm in Data Governance

]

FULL DATA LIFECYCLE

PDP deals with the full processing from
collection to disposal. Confidentiality or
security is only a component of it.

V

DATA STAKEHOLDERS

Data Is not “owned” by the data
user. Individuals’ rights are
involved.

R

DATA ACCOUNTABILITY
OVER SOVEREIGNTY

e W
eMARKET

While it is important to preserve data
sovereignty, data accountability is the
priority




Prinsip Perlindungan Data di RUU PDP- Pasal |17(2): Pemrosesan Data Pribadi dilakukan:

( )

a.Secara terbatas dan spesifil, sah secara hukum, patut, dan transparan.

b.sesuai dengan tujuannya

7

J\

J\.

c. dengan menjamin hak Pemilik Data Pribadi;

\,
7

J\.

d. secara alkkU rat, Iengkap, tidak menyesatkan, mutakhir, dan dapat dipertanggungjawabkan;

\_
7

J\L

e. dengan melindungi lkeamanan Data Pribadi dari pengaksesan, pengungkapan, dan pengubahan yang tidak sah,

_juga dari penyalahgunaan, perusakan, dan/atau kehilangan Data Pribadi;
>

f.dengan memberitahukan tujuan dan aktivitas pemrosesan, serta kegagalan pelindungan Data Pribadi;

\

( ° °
g. Data Pribadi dimusnahkan dan/atau dlhaPUS setelah masa retensi berakhir atau berdasarkan

_permintaan Pemilik Data Pribadi; dan
>

h. secara be I’tanggu ng ]awa.b dengan memenuhi pelaksanaan prinsip pelindungan Data Pribadi
.

sonny
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CONCLUDING REMARKS

" |nnovation shall remain sustainable: Fintech today, more tomorrow!

® |n anticipating the Internet,Al an blockchain technology, Law needs to be disruptive, leaving
its traditional limitations as much as possible

® |n the backbone of the innovation is DATA including trade secrets, IPR and personal data.

These areas cannot be let without rules of the game.

= With so much data and interest at stake on Fintech, Trust Governance is another
critical prerequisite.

®  For this Trust and Data Governance to work in such a complicated structure, government
intervention is critical in providing the best legal and regulatory framework for Fintech.
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