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Judicial Quotes

“Cyber offences are serious 
offences, as offensive 
materials in cyber offences 
could be easily disseminated 
to the public at large within 
seconds at a touch of a 
button”

Ahmad Bache JC of the High Court (Kota 

Bharu) in Nik Adib bin Nik Mat v Public 

Prosecutor [2017] MLJU 1831

"In this day and age of Internet where with 
free flow of information from cyber space, 
young people are exposed to things which the 
older generation could not have imagined. 

Such exposure had no doubt also made the art 
of parenthood much more difficult in dealing 
with such social issues… (and) in some cases, 
it had made it impossible. 

The value of society changes as each year 
passes by and because of such change, it of 
course has made the job of Court much more 
difficult especially on such issues." 

per Datuk David Wong Dak Wah J, High Court (Kota Kinabalu) in 

Public Prosecutor v Zainuddin bin Adam [2012] MLJU 684.
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The border is blurred due to the 

massive functionality of the Social 

Media as private and public 

communications

The capability of social media Apps 

to exchange information turns the 

“social” into “commercial”

Yet, users still resort to social 

media as private diary, private 

archive and private photo album!

The situation is worsened as Users 

are not well adaptable with the 

privacy settings of the platform

SOCIAL MEDIA: A PUBLIC 

OR PRIVATE DOMAIN?
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Content Moderation on/in Social Media

Subject to law and regulations relating to Internet Content

In Malaysia: primarily under CMA 1998 (s. 263, s, 

233) + Other Laws (e.g. On Press, Sedition, 

Terrorism, Pornography, Defamation, Contempt of 

Court)

But the Media Providers (e.g. FB, YouTube, Instagram) 

actively moderates the content based on their internal rules 

a.k.a. “community accepted values” – But, which 

community?

This self-regulatory moderation is more massive 

and is not subject to a democratic legal processes. 

Often has a tendency to biases.

In 2018, the Internet Community endorses the Santa Clara 

Declaration on Content Moderation, outlining 3 important 

rules; Number, Notice, Appeal.
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Social Media in the Age of Surveillance Capitalism

Section 233 Communications and Multimedia Act 1998

1. Personal data + Internet of Things + Big data 

analytics + AI = Surveillance Capitalism

2. An economy where data is resources, and personal 

data is the primary resources. Technology is designed 

with capability to extract as much as personal data for 

further gains. 

• Case of Cambridge Analytica (2016)

• US Executive order banning TikTok (2020)

• WhatsApp forcing new terms of use (2021)

3. Question: How safe is our personal data in social 

media?
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Data Privacy Law in Malaysia

Breach of Privacy in Common Law

Protection of Specific Information under Statute

Statutory Law on Personal Data Protection

PERSONAL DATA PROTECTION 

ACT 2010 (Act 709)

The main legislation put in place to impose 

obligations on the processing of personal data in 

Malaysia

Protection under contractual instruments

General: 
Consent, 

etc.
(s.6 PDPA)

Notice & 
Choice (s.7)

Disclosure 
(s.8)

Security 
(s.9)

Retention 
(s.10)

Integrity (s.11)

Access 
(s.12)
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In this data age and digital economy, 

personal data is a resource to capitalise 

and  an asset to protect

Social Media is both private and public 

domain depending on the use

Content moderation takes place by virtue of 

both laws and self-regulatory rules

CONCLUSION
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