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What is Privacy?

Right to Life, to Enjoy Life with Dignity

"Leave me Alone” — Right to Solitude
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Informational Privacy: Identity,
Communications, lifestyle, etc

of respondents indicated that they care about privacy, care for
8 40/ their own data, care about the data of other members of society,

0 and they want more control over how their data is being used.
Cisco Consumer Privacy Survey 2019
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Data Privacy at Stake
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Switching Providers

48% indicated they already
switched companies or 4 8 0
providers because of their /0
data policies or data sharing
practices. Cisco Consumer

Privacy Survey 2019

Concerned about Companies

79% of respondents said they
are very or somewhat 7 9 0
concerned about how /0
companies are using the data
they collect about them. Pew

Reasearch Center

Concerned about Gov

64% say they have the same
level of concern about 640/
government data collection. 0
Pew Reasearch Center

Losing Control

81% of respondents feel as if
they have little or no control 8 1 (y
over the data collected. Pew 0
Reasearch Center




DIGITAL ECONOMY

Emergence of five key drivers for the digital economy,
namely (1) Datafication; (2) Social Media; (3) 10T; (4)
Machine learning; (5) Synchronisation

WHO MISUSE YOUR DATA?

Three BIGS around us: (1) BIG Brother; (2) BIG Data
Aggregator; (3) BIG Fans, for good or less-good reasons.

RISKS OF PERSONAL DATA BREACHES

With (1) Increasing reliance to cyber system and data
analytics in both private and public infrastructure; (2)
Abundant data in public domain; (3) Increasing non-state
ol < A N . s Vs actors in data breaches and cyber terrorism.

> Ja < AT PN DATA BREACH IS A MATTER OF WHEN, NOT IF!
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National Comprehensive Data Protection/Privacy Laws and Bills 2019

2 - : Blue - Comprehensive Data Protection Law Enacted (122:103 UN/19 self gov)
2av,"dzg:3'sar Red - Pending Bill or Inihiative to Enact Law (34/3) g
Pr White - No initiatives or no information (56)
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Rights of Data Subjects

(Hak-hak Subjek Data)
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Seven Data Protection Principles

GENERAL (CONSENT,
ADEQUACY, NON-
EXCESSIVE)

ACCESS NOTICE AND

L
L CHOICE
[ ]

A data user who contravenes any |
of these principles commits an I
offence and shall, on conviction,
be liable to a fine not exceeding 1
three hundred thousand ringgit or |
to imprisonment for a term not
exceeding two years or to both. |

Section 6-12
(Act 709)

[ee———————

DATA DISCLOSURE
INTEGRITY

RETENTION SECURITY
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General Principle

in|e]] flslo]v

« Data user shall not process personal data about a data

subject unless the data subject has given his CONSent
to the processing of the personal data (section 6 PDPA)

Personal data shall not be processed unless

1. the personal data is processed for a lawful purpose directly rei4itn
an activity of the data user;

2. the processing of the personal datais 1€CE€SSal'y for or of rectly
related to that purpose; and

3. the personal data is adequate but not excessive in relation to that
purpose.
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Notice and Choice Principle

When first collecting or acquiring the personal data,
Data User shall inform the Data Subject in a written
notice about:

» Nature of the personal data being collected and

processed
» Purpose of processing
» Source of data
» Rights of access, correction and manners of

inquiries or complaint

» Third parties to whom data will be disclosed

» Choice and means to limit the processing

» Whether supply of personal data is obligatory
or voluntary; and what would be the

consequences of failure if it is obligatory.

The data users must also notify data o o
subjects on how to contact the data w%

users with any inquiries or complaints in
respect of the personal data.
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Disclosure Principle

No personal data shall, without the
consent of the data subject, be

disclosed:

a) for any purpose not originally notified
when the data was first collected, or
not directly related to that original
purpose

b) to any third party not initially notified
when the data was first collected.
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Security Principle

Data user shall take practical steps to protect the personal data from any

loss, misuse, modification, unauthorized or accidental access or disclosure,
alteration or destruction

Cross-refer: Security Standard under PDP Regulations 2013

“Practical steps” means both technical and organizational measures

The steps should take into account:

NATURE OF LOCATION OF  SECURITY OF COMPETENCE MEASURES OF
HARM STORAGE EQUIPMENT OF PERSONNEL TRANSFER
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Retention Principle

The personal data shall not be kept longer than is
necessary for the fulfilment of its purpose.

» How long? Question of fact. Not fixed under PDPA 2010
» How to dispose the data?
» Best Practice: Data Anonymisation!

sonnyzulhuda.com



Data user shall take
reasonable steps...

to ensure that the personal
data is accurate, complete,
not misleading and kept up-to-
date
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Access Principle

Data subject shall be given access
to his personal data held by a data
user and be able to correct that
personal data where the personal
data is inaccurate, incomplete,
misleading or not up-to-date

|
v




New Offences under PDPA

Failure to
register as Unlawful Unlawful sale Breach of data
Data User collection of of personal security
(when personal data data system
applicable)

Breaching
data
protection
principles
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Data Privacy Today

HOME / MALAYSIA

Deputy minister: Probe to determine if
2018's massive telco data leak due to
sabotage or hacking

Tuesday, 26 Nov 2019 11:44 PM MYT

Universiti Malaya, JPDP looking into report of
massive data breach affecting the university

TECH

Saturday, 19 Oct 2019
1:34 PM MYT

Qishin Tariq

Malindo Air says data breach caused by ex- |
employee of e-commerce firm UiTM students’ data allegedly stolen

NATION
Justin Lim / theedgemarkets.com Saturday, 26 Jan 2019 PETALING JAYA: Private information of over a million studen
September 23, 2019 16:13 pm +08 12:00 AM MYT Teknologi MARA (UiTM) enrolled between 2000 and 2018 ha

data breach.

Hacker claims to have stolen personal data of Over 17,000 patients' personal data exposed on
Universiti Malaysia Sabah students national neurology registry website

TECH
NATION

Tuesday, 05 Nov 2019
4:50 PM MYT

PETALING JAYA: In yet another data breach, more than 17,000 patients' personal data
have been exposed on the government-linked National Neurology Registry (NNeuR)
website due to a scripting error, news portal Free Malaysia Today (FMT) reported.

Wednesday, 23 Oct 2019
12:12 PM MYT

Angelin Yeoh
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Taking patient’s picture without consent breaches
privacy - Lee Ewe Poh v Dr Lim Teik Man [2011] — High Court

Penang

il eog A

PENANG: Privacy breach is actionable. Court said
that the privacy right of a female in relation to her
modesty, decency and dignity in the context of the
high moral value is her fundamental right.
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Data Leakage due to Exiting employees
Equity Trust (Labuan) Ltd v Mohammad Sofian Mohamad [2010] — Labuan

—
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LABUAN: Court issued injunction to
stop a former employee marketing
staff from disclosing confidential
informaiton including clients’ listing
and potential clients data to a new
employer (2010)




Offences by Body Corporate

Sec 133 — What is it? What will happen next?

When an offence is committed

The relevant officers may be
by a data user as a body @ charged jointly or severally,
corporate (i.e in his capacity as

the staff there)
What will happen?

That corporation being the data
user will be held liable and
subject to punishment.

What defense is available?

when the officer can prove:
Absence of his knowledge, AND
Exercise of due diligence




SIARAN MEDIA
PENYALAHGUNMN DATA PERIBADI OLEH APLIKAS! DALAM TALIAN
PEMBER! PINJAM WANG TIDAK BERLESEN

PUTRAJAYA, 20 NOVEMBER 2020 (JUMMT) = Merujuk kepada siaran media
Jabatan periindungan Data Peribadl (JPDP) pertarikh 5 Oktober 2020, JPOP masih
lagl menenma panyak aduan perkaitan dengan penya\ahgunaan data peribadl oleh
aplikas! dalam talian pemberi Pinjam Wang (PPW) tidak berlesen.

palam hal inl JPDP, dengan K Cywswumy Malaysia dan suruhanjaya
Komunikasi dan Multimedia Media (SKMM). telah membuka Keras Siasatan bag!
anggaran di pawah seksyen 5 Akta perlindungan Data Peribadi 2010 [Akta 709) ke
atas aplikasi dalam talian PPW tidak perlesen sepertl perikut:

(a) Asialend.

(b) Dreamlend.

(c) iPayfren:

(d) (Pinjaman.

(e) Helplenddu. dan
() GoCash4u.

Sekiranya disabitkan, entiti berkenaan poleh didenda tidak melebihi RM300.000.00
atau dupemamkan selama tempoh tidak melebihi dua (2) tahun atau kedua-duanya
sekall.

Kesemua aplikast dalam talian pPPW inl didapatl telah mengakses dan menyalin
makiumat fain termasuk data panbadl yang tidak berkaitan dengan urusan pinjaman
tanpa kebenaran peminjam.

Sehubungan dengan |, mana-mana peminjam yang data peribadinya tetah
disalahgunakan oleh aplikasi dalam talian PPW tidak periesen tersebut di atas, diseru
untuk menghubung! Bahagian penguatkuasaan JpOP  melalul alamat e-mel
Emgualkuasaan@gg gov.my atau Sistem periindungan Data peribadi
(daftar.pdp.0oY my) bag membantu slasatan yang dijalankan.




SIARAN MEDIA
T o

INSIDEN KETIRISAN DATA PERIBADI YANG MELIBATKAN
PELANGGAN SHOPBACK CASHBACK SDN. BHD. ("SHoPBACK")
Ja Pperi Data peribadi
wakil yang telah

data peribadi oleh Asial

ukan untuk melaporkan aduan
) dakm.labdaniri selanjutnya-

Jabatan perlindungan Data Peribadi
Kementerian Komunikasi dan Multimedia Malaysia




Conclusion: New Norms brought by the PDPA 2010

Affirm the Business Culture of Defining New
Privacy as Usual Respect, Rules, New
Expectation for No More Transparency and Offences
WEIEWSIERES Accountability
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