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1 INTRODUCTION
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What is Privacy?

Right to Life, to Enjoy Life with Dignity

"Leave me Alone” – Right to Solitude

Right to be Anonymous, under no Scrutiny

Informational Privacy: Identity, 

Communications, lifestyle,  etc

84%
of respondents indicated that they care about privacy, care for 

their own data, care about the data of other members of society, 

and they want more control over how their data is being used. 

Cisco Consumer Privacy Survey 2019
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Data Privacy at Stake
Switching Providers
48% indicated they already 

switched companies or 

providers because of their 

data policies or data sharing 

practices. Cisco Consumer 

Privacy Survey 2019

48%

Concerned about Companies

79% of respondents said they 

are very or somewhat 

concerned about how 

companies are using the data 

they collect about them. Pew 

Reasearch Center

79%

Concerned about Gov
64% say they have the same 

level of concern about 

government data collection. 

Pew Reasearch Center

64%

Losing Control
81% of respondents feel as if 

they have little or no control 

over the data collected. Pew 

Reasearch Center

81%
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Emergence of five key drivers for the digital economy, 

namely (1) Datafication; (2) Social Media; (3) IoT; (4) 

Machine learning; (5) Synchronisation

DIGITAL ECONOMY

Three BIGS around us: (1) BIG Brother; (2) BIG Data 

Aggregator; (3) BIG Fans, for good or less-good reasons. 

WHO MISUSE YOUR DATA?

With (1) Increasing reliance to cyber system and data 

analytics in both private and public infrastructure; (2) 

Abundant data in public domain; (3) Increasing non-state 

actors in data breaches and cyber terrorism.

DATA BREACH IS A MATTER OF WHEN, NOT IF!

RISKS OF PERSONAL DATA BREACHES
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PDPA 2010 (Act 709)
An Act to regulate the processing of personal data in commercial 

transactions and to provide for matters connected therewith and 

incidental thereto.

PERSONAL DATA: Those that relates 

directly or indirectly to a data subject, who 

is identified or identifiable from that 

information (or from that and other info in 

the possession of a data user)

Malaysia is the first country in ASEAN to have 

enacted data privacy law, followed by Singapore 

(2012), Philippines (2012), and Thailand (2019).

Must be established in 

Malaysia; or not – as 

long as he uses 

equipment in Malaysia 

for data processing. Eg. 

Cloud Service, or BPO 

in Malaysia.

Not applicable to the 

“Federal Govt and 

State Govts”.

Applies to “Data Users” and “Data 

Processors” in respect of commercial 

transactions.

See: Muniandy A/L 

Subramaniam & Ors v Majlis

Perbandaran Langkawi & Anor 

[2003] 6 MLJ 177
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Rights of Data Subjects
(Hak-hak Subjek Data)
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2
DATA 

PROTECTION 

PRINCIPLES
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Seven Data Protection Principles

Section 6-12 

(Act 709)

GENERAL (CONSENT, 

ADEQUACY, NON-

EXCESSIVE)

NOTICE AND 

CHOICE

ACCESS

DATA 

INTEGRITY

RETENTION SECURITY

DISCLOSURE

A data user who contravenes any 

of these principles commits an 

offence and shall, on conviction, 

be liable to a fine not exceeding 

three hundred thousand ringgit or 

to imprisonment for a term not 

exceeding two years or to both.

1

4

2

6 3

5

7

sonnyzulhuda.com



General Principle

• Data user shall not process personal data about a data 

subject unless the data subject has given his consent
to the processing of the personal data (section 6 PDPA)

Personal data shall not be processed unless 

1. the personal data is processed for a lawful purpose directly related to 

an activity of the data user;

2. the processing of the personal data is necessary for or directly 

related to that purpose; and

3. the personal data is adequate but not excessive in relation to that 

purpose.
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Notice and Choice Principle
When first collecting or acquiring the personal data, 

Data User shall inform the Data Subject in a written 

notice about:

 Nature of the personal data being collected and 

processed

 Purpose of processing

 Source of data

 Rights of access, correction and manners of 

inquiries or complaint

 Third parties to whom data will be disclosed

 Choice and means to limit the processing

 Whether supply of personal data is obligatory 

or voluntary; and what would be the 

consequences of failure if it is obligatory.

The data users must also notify data 

subjects on how to contact the data 

users with any inquiries or complaints in 

respect of the personal data.
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No personal data shall, without the 

consent of the data subject, be 

disclosed:

a) for any purpose not originally notified 

when the data was first collected, or 

not directly related to that original 

purpose 

b) to any third party not initially notified 

when the data was first collected.

Disclosure Principle
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Security Principle

NATURE OF 

HARM

Data user shall take practical steps to protect the personal data from any 

loss, misuse, modification, unauthorized or accidental access or disclosure, 

alteration or destruction 

Cross-refer: Security Standard under PDP Regulations 2013

“Practical steps” means both technical and organizational measures

SECURITY OF 

EQUIPMENT
MEASURES OF 

TRANSFER

LOCATION OF 

STORAGE

COMPETENCE 

OF PERSONNEL

The steps should take into account:
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Retention Principle
The personal data shall not be kept longer than is 

necessary for the fulfillment of its purpose.

 How long? Question of fact. Not fixed under PDPA 2010

 How to dispose the data?

 Best Practice: Data Anonymisation!
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Data user shall take 
reasonable steps…

to ensure that the personal 
data is accurate, complete, 
not misleading and kept up-to-
date 

Data Integrity Principle
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Data subject shall be given access 

to his personal data held by a data 

user and be able to correct that 

personal data where the personal 

data is inaccurate, incomplete, 

misleading or not up-to-date

Access Principle
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New Offences under PDPA

Breaching 
data 

protection 
principles

Failure to 
register as 
Data User 

(when 
applicable)

Unlawful 
collection of 

personal data

Unlawful sale 
of personal 

data

Breach of data 
security 
system
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Data Privacy Today
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Taking patient’s picture without consent breaches 
privacy - Lee Ewe Poh v Dr Lim Teik Man [2011] – High Court 
Penang

PENANG: Privacy breach is actionable. Court said 

that the privacy right of a female in relation to her 

modesty, decency and dignity in the context of the 

high moral value is her fundamental right. 

sonnyzulhuda.com



Data Leakage due to Exiting employees
Equity Trust (Labuan) Ltd v Mohammad Sofian Mohamad [2010] – Labuan

LABUAN: Court issued injunction to 

stop a former employee marketing 

staff from disclosing confidential 

informaiton including clients’ listing 

and potential clients data to a new 

employer (2010)

sonnyzulhuda.com



Offences by Body Corporate

The relevant officers may be 

charged jointly or severally, 

What will happen next?

when the officer can prove: 

Absence of his knowledge, AND 

Exercise of due diligence

What defense is available?

That corporation being the data 

user will be held liable and 

subject to punishment.

.

What will happen?

When an offence is committed 

by a data user as a body 

corporate (i.e in his capacity as 

the staff there)

Sec 133 – What is it?

sonnyzulhuda.com



sonnyzulhuda.com



sonnyzulhuda.com



Conclusion: New Norms brought by the PDPA 2010

A 
Affirm the 

Privacy 

Expectation for 

Malaysians

B
Business 

as Usual 

No More

C 
Culture of 

Respect, 

Transparency and 

Accountability

D 
Defining New 

Rules, New 

Offences
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