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Who is interested to your Data?

1. BIG Brother

2. BIG Data Aggregator

3. BIG Fans!
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WSIS GENEVA DECLARATION OF PRINCIPLES – BUILDING THE 
INFORMATION SOCIETY (12/12/2003)

Building confidence and security in the use of ICTs

Strengthening the trust framework, including information 
security and network security, authentication, privacy and consumer 
protection, is a prerequisite for the development of the 
Information Society and for building confidence among users of ICTs. 

It is important to enhance security and to ensure the protection 
of data and privacy, while enhancing access and 
trade. 
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ASEAN FRAMEWORK ON PERSONAL DATA PROTECTION 
(2016)

COMMITTED to an inclusive and integrated ASEAN through 
cooperation in the field of Information and Communications Technology (ICT) 

and to propel ASEAN towards a digitally-enabled economy 
that is secure, sustainable and transformative; 

Transfers to Another Country or Territory:

organisation should either obtain the consent of the individual for the 
overseas transfer or take reasonable steps to ensure that the receiving 
organisation will protect the personal data consistently with these Principles. 
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15 JULY 2020

The EU Court of Justice decided 

that the EU-USA Privacy Shield 

Agreement is null and void, putting 

trans-Atlantic trade in a halt
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6 AUG 2020

The US Government banned 

Chinese platforms TikTok and 

Wechat from operating in the 

US due to data security and 

data privacy concern.
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A QUICK CHECK ON OTHER JURISDICTIONS

https://medium.com/credify/data-regulations-for-business-743c69ee327b
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Mitos “Security vs Privacy”
- Pendulum argument

- It’s not an either-or situation

- The danger of unchecked national security

Rekonseptualisasi Pertahanan dan 
Keamanan Negara
• Pertahananan dan Keamanan digital

• Infrastruktur informasi penting/esensial

• Risiko kerusakan

UU Pelindungan Data Pribadi –
Norma Baru
• Membentuk perilaku dalam interaksi digital

• Salah satu komponen penting dari tatakelola data 
(Governance, Risk Management & Compliance – GRC) 

• Ekosistem digital resilience and sustainability

• Norma baru perdaganaan internasional

Aspek pertahanan dan keamanan: 
• Prinsip Keamanan Data: Teknis

• Prinsip Keamanan Data: Organisatoris (DPIA; DBN; DPO; 
Data Processor security)

• International Data Transfer

• Data Sovereignty or Data localisation?
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