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Who is interested to your Data?
1. BIG Brother

2. BIG Data Aggregator

3. BIG Fans!

DANIEL J. SOLOVE

| ”/,:\lothing
\xto Hide

The False
Tradeoff between
Privacy and

Security
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WSIS GENEVA DECLARATION OF PRINCIPLES — BUILDING THE
INFORMATION SOCIETY (12/12/2003)

Building confidence and security in the use of ICTs

Strengthening the trust framework, including information
security and network security, authentication, privacy and consumer
protection, is a PREREQUISITE for the development of the
Information Society and for building confidence among users of ICTs.

It is important to enhance security and to ensure the protection
of data and privacy, while enhancing access and
trade.
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ASEAN FRAMEWORK ON PERSONAL DATA PROTECTION
(2016)

COMMITTED to an inclusive and integrated ASEAN through
cooperation in the field of Information and Communications Technology (ICT)

and to propel ASEAN towards a digitd"y-enabled eCOHOmy
that is secure, sustainable and transformative,

Transfers to Another Country or Territory:

organisation should either obtain the consent of the individual for the
overseas transfer or take REASONABLE STEPS to ensure that the receiving
organisation will protect the personal data consistently with these Principles.
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15 JULY 2020
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i The EU Court of Justice decided a8
that the EU-USA Privacy Shield '
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6 AUG 2020

The US Government banned
Chinese platforms TikTok and
Wechat from operating in the
US due to data security and

data privacy concern.




A QUICK CHECK ON OTHER JURISDICTIONS

MOSt Recent LegiSIative Deve'opments . Regulation in place / due to come into force

in key markets*

Canada - Digital Privacy
Act (November 2018),
reforming the Personal
Information and Protection
and Electronic Documents
Act (PIPEDA)

US - Competing
data privacy bills
issued in Congress

Regulation under discussion

Russia -~ Law on Personal

Switzerland — Revised

Data {152-FZ, 2006),
Data Localisation Law

China - Parsonal \nformation
Security Specification (May 2018)

Japan-Act on the

= Data Protection Act (still ax. " and Amendments (entering into Protection of Perscnal
LR, in drafting stage) (2"2’FZ. gma). l?e||5.|n9 force in October 2020), Regulation Information (APPI)
& 3 Law (149-FZ,20%6) on.the Protection of Children’s (Iast amended in
- Barsonal Information Online 2017). Amendments
=5 - (October 23‘19), Draft Meaaure; currently under
Wl £ - cPrivocy Regulation (proposed in May and June 2019) consideraticn.

(still in drafting stage)

Nigeria - Data Protection
Requlation 2019 (date of
entry inte force still to be

California - l
Consumer Privacy Act L__
(January 2020) =
i,
L
Ecuador - Data

Protection Bill {(still
in drafting stage) s

Chile - Proposal Data
Protection Law (still in
drafting stage)

https:/ /medium.com/credify /data-regulations-for-business-743c69ee327b

sonnyzulhuda.com

determined)

Brazil — General Data
Protection Law (LGPD -
Law 13.709) (entering into
force in August 2020)

Uruguay - Law on the
Protection of Personal Data
and Habeas Data (Law
18.23172008), amecdments
(Jaruary 2019) and Decree

| e 442020)

{ India - Personal Data
Protection Bill 2019
fst:ll in drafung staoe)

Uganda - Data Protection and
Privacy Act (May 2019)

Argentina — Proposal Data
Protection Bill (MEN-2018-147-
APN-PTZ) (still in drafting stage)

South Africa -~ Pratection
of Personal Infermation Act
(POPIA) (entry into force to

be determined)

under discussion,

.\

Malaysla
Personal Data
Protection Act
2090 (in force
since 2013)

B %——"‘[ August 2020,
» =x T

P,Q_Y_,_ ———1 _Into force in May 2020)

Korea - Personal
Informaticn Protection Act
(2011), latest amendments

~" entering into force in

J Thailand - Parsonal Data
Protection Act (entering

Smgapom = Personal Data
Protaction Act (PDPA) (2012)

Nm Zealand - Privacy

Bill 342 {still in

drafting stage, entry

into farce planned for
"] November 2020)

Australia — Privacy Act 1988 and
amendments(last amended in
March 2014, including 13
Australian Privacy Principles)
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National Comprehensive Data Protection/Privacy Laws and Bills 2019

4
2 : - Blue - Comprehensive Data Protection Law Enacted (122:103 UN/19 self gov)
EA’an'Cizg:;lsaf Rad Pending Bill or Infhative to Enact Law (34/3) E
pri White - No initiatives or no information (56)

LUL1 \L] DUNNIT LULNUUA 1]

sonnyzulhuda.com



Rekonseptualisasi Pertahanan da/'v
Keamanan Negara

Mitos “Security vs Privacy

- Pendulum argument - 1.4 »0... * Pertahananan dan Keamanan digital
- It’s not an either-or situation L " N Infrastruktur informasi penting /esensial

- The danger of unchecked national security 2 - * Risiko kerusakan

UU Pelindungan Data Pribadi — i Aspek pertahanan dan keamanan:

Normq Bq ru e N * Prinsip Keamanan Data: Teknis
s * Prinsip Keamanan Data: Organisatoris (DPIA; DBN; DPO
* Membentuk perilaku dalam interaksi digital Data Processor security)

* Salah satu komponen penting dari tatakelola data * International Data Transfer
(Governance, Risk Management & Compliance — GRC) * Data Sovereignty or Data localisation?

* Ekosistem digital resilience and sustainability
* Norma baru perdaganaan internasional \ -
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