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Covid-19 Statistics as of 20 Oct 2021

ty-two months and ¢
Twenty”

9 RU: 226,000
241 million 9 Uk 1o v

Confirmed cases CN: 5600
US: 722,000 |

4.91 million 9 cG: 18000 'N: 452,000 9

Confirmed deaths

220

Cou.ntr!es’ a_reas or Confirmed deaths (WHO)
territories with cases
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HEALTH CONCERNS: intensified reporting, patients tagging, scheduled
control, body temp scanning, contact tracing, high-risk people identification

POLICY MEASURES: Governments impose movement restriction,
Isolation, lockdown, surveillance, curfew, quarantine and border control

NEW NORM: Physical distancing and its ramifications. New way of
Work, Learn, Shop, Meet, Business from Home

BRING ABOUT: Social, Psychological, Technical, Public Trusts,
Business and Governance VULNERABILITIES




Pandemic-created Vulnerabilities

People tend to TUSh collecting
information about the Pandemic, click on links
and web pages, spreading the information with
poor exercise of fact-checking

INFORMATION

People work on official documents using

TECHNICAL home-based computers, with inadequate
security protection and support as they

have in office.

Reduced mobility, l0Sing jobs, scarcity

e . .

FINANCIAL of earning opportunities, etc. creates
financially challenged society, who would
turn into shortcuts (crimes, etc).

Wide and fast adoption of mobile Apps
TRUST for social networking, e-shopping, e-

meeting, e-learning and cloud services, but
with poor security and privacy
measures or policies

sonnyzulhuda.com



Pandemic-created Vulnerabilities

PANDEMIC

COVID-19 @
Tl . T

beware of cyberattacks!
Total number of incidents

. Tips to stay safe online
Working from home DVIC SCaAMS

Video teleconferencing apps

by 82.5% during the MCO

< i > Update all systems including > Always verify information from > Use the latest version of apps and security
%ﬁ&(h:féght: ?ht:sAa?nr: 7) i Virtual Private Networks (VPN) emails, text messages and social software
A\ P din 2019. and devices with the latest media posts about Covid-19. > Only download software from its official website
A, periodin | security patches > Do not share personal or or app store.
> Alert employees about financial information in emails > Never share confidential information during a
838 phishing attempts. > Do not click on suspicious links meeting
> Avoid logging in to your provided to you on Covid-19, > Enable non-recordable videos and audio, and limit
y work environ- verify with the sender or file sharing.
ment using public agencies that can help. 22 > If something is suspicious, log out.
‘/. Internet Wi-Fi. > Use > If you lose your computer or
2 Connect legitimate, mobile phone, log out from all
through your government H

home or mobile

websites
network data. for
> Enable Mults up-to-date,
Factor fact-based
ticatioriadlnl’ . information

+  your login password.
! > Do not share or publish the
/|  confer

Log out from the app after a

meeting

8 clients immediately and change

2020
(during the
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Pandemic-created Vulnerabillities OAy v

PARTNERS
an ERIE STREET company
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1“ Multiple states in a The World Health
the US declare a Organization declares
public emergency; COVID-19 a pandemic,
The United States cyber attacks go up The country of Italy cyber attacks go up

declares its first o goes into o
case of COVID-19, | 64 A’ lockdown, attacks 22 /0

cyber attacks go up aciab 28%

48%

30™ »29™ - »11™

JANUARY FEBRUARY MARCH MARCH

Data source: Computer Weekly via Carbon Black
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Exploitation of Cyber Information Infrastructure (CIIP)

What had happened in the Cyberspace during Covid-19 Crisis?

-« 4
?" Coronavirus
research hack?

¥y

. :
P e Intrusion to
W Critical Utilities ~ O

Ny . :

% b

Ransomware on

) Ransomware on
public health system

energy company

>

Sabotage on Govt
online meeting

Terrorists and cybercriminals are always interested to exploit cyberspace vulnerabilities.
The activity of cyber terrorism does not relax during Covid-19. Several cyber attacks do
target a critical information infrastructure (Cll), a traditional target for cyber terrorism.
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Investment due to COVID-19 crisis (Malaysia)

B Decrease significantly (210%) M Decrease moderately (3-9%) M No change (within £2%) W Increase moderately (3-9%)
B Increase significantly (210%)

Digital transformation 56%
Initiatives to realise cost efficiencies 15%

Cybersecurity and data privacy 2% 17%

eadership and talent development %3 23% 31%
Organic growth programmes
Sustainability and ESG initiatives [£&5 33% 29%
R&D and new product innovation 2%
Capital investments 742% 35% } 19%

Supply chain restructuring 31% 5 15%

Top threats considered in strategic risk management

Pandemics and other healthcriso: [ ¢

Uncertain economic growth

67%
Cyber threats 65%
Changing consumer behaviour 65%
Speed of technological change [N 3%

Availability of key skills [N 63%
policy uncerinty N -

Top potential threats to organizations in Malaysia

Pandemics and other healthcrises | 85%
Policy uncertainty | 75%
Uncertain economicgrowth | 58%
@yber lhrea_ 58%
Social instability | 56%
Over-regulation | 52%
Misinformation = 52%
Geopolitical uncertainty | 50%
Changing consumer behaviour || 50%
Availability of key skills | 48%
Supply chain disruption © | 46%
Readiness to respond to a crisis || 44%

Unemployment | 44%

Declining health and well-being of your workforce | 44%
Exchange rate volatility = 42%
Trade conflicts || 40%
Speed of technological change || 38%
Increasing tax obligation | 35%

Supply chain disruption [ RN 50%
PRy P 24" Annual Global

Exchange rate volatility [N 8%
Geopolitical uncertainty [ NSRG4

Access to affordable capital | 35%

CEO Survey 2021 — | cjimate change and environmental damage o 35%
Malaysia (PWC)

Terrorism | 33%




How much specific issues raised companies’ long-term
iInvestment after Covid-19 crisis?

52%
49%

24th Annual Global

46%
42%A42% CEO Survey 2021 -
Indonesia (PWC)
34%
32% 3 32%31% 3oy 52%
24%
23% 22% 229
22 0 o
o 21 /0 20% 190/019':%]
16% 16%
13% 0
I I I Io 1i11%i/0 [T

Digital Initiatives to  Cybersecurity Leadership and Sustainability R&D and new Organic growth Capital Supply chain Advertising and
transformation realise cost and data talent and ESG product programmes  investments  restructuring brand-building
efficiencies privacy development initiatives innovation
M Indonesia Southeast Asia m Global
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42%

Concerned about
cyber threats

51%
Concerned about
cyber threats

47 %

Concerned about
cyber threats

33%

Factored into
strategic risk
management
activities

50%
Factored into
strategic risk
management
activities

60%
Factored into
strategic risk
management
activities

Indonesia

30%
Increasing long-
term investments
in cyber security
and data privacy

Southeast Asia

32%
Increasing long-
term investments
in cyber security
and data privacy

Global

31%
Increasing long-
term investments
in cyber security
and data privacy
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22%
To measure more

cyber security and
data privacy

34%
To measure more

cyber security and
data privacy

36%
To measure more

cyber security and
data privacy

4%

Gov’t should
prioritise
safeguards
around usage of
personal data

11%

Gov’t should
prioritise
safeguards
around usage of
personal data

Wy

9%

55233{2\;4th Annual Global

around

" CEO Survey 2021
(PWC)




Emerging Privacy Risks post-Pandemic

Personal data exploitation through Scam via fake accounts Misinformation: citizen
illicit collections via online begging for donation, fake charity journalism with
services (eg P2P lending), Apps, drives, fake emergencies etc. unaccountable stories —a
etc: test-bed for phishing attacks.

Unsecured online platforms prone
to personal data breaches (online
shopping, online meeting, social
media, etc).

sonnyzulhuda.com

The rise of surveillance
and Private data
collection?



Data Breach Incidents — in the past two years*

eHAC Indonesia

Health Quarantine MoH Indonesia
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https://nasional.kompas.com/read/2021/09/03/18445501/deretan-kasus-kebocoran-data-pribadi-dalam-dua-tahun-terakhir
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Data Privacy as Epicenter of Global Disputes

e
aﬁm Q

@
i

NSA SURVEILLANCE

OVER THE US AND
GLOBAL INTERNET 20 13
USERS (SNOWDEN

SAGA)

FACEBOOK UNDER

GLOBAL PRESSURE 2 O 1 7
AFTER DATA MISUSE BY

CAMBRIDGE ANALYTICA

EU COURT ANNULLED
EU-US AGREEMENT 2020

ON DATA TRANSFER

PRES TRUMP BANNED
CHINA-OWNED WECHAT 2 O 2 O
AND TIKTOK IN THE US

OVER PRIVACY

CONCERNS




Who is interested to your Data?
1. BIG Brother

2. BIG Data Aggregator

3. BIG Fans!

’

DANIEL J. SOLOVE

‘ '"I);lothing
'-\‘ toHide

The False 4
Tradeoff between

g Privacy and
Security
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4o JULY 2020 — Irans-Atlantic lrade ISSue

The EU Court of Justice decided that the EU-USA
4 Privacy Shield Agreement, which allows 3000 US
8 companies to repatriate European personal data to US,
IS null and void, putting trans-Atlantic trade in a halt
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6 AUG 2020 — Sinec-American lrade Jssu%es
=

The US Government banned Chinese
platforms TikTok and Wechat from operating in

the US due to data security and data
privacy concern.
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APEC Privacy Framework (2015)

A9

Preventing Notice
Harm
Integrity of
Information

L] o

(o)

Uses of

Collection Choice
Limitations Personal
Information
Security Access and -
Safeguards Correction Accountability
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European Union (EU) General Data Protection Regulation 2016

Fines of up to 4% of turnover Breach notification within 72 hrs

QOrganizations in breach of GDPR can be fined up Breaches must be reported within 72 hours of
to 4% of annual global turnover or €20 Million. ﬁ first having become aware of the breach.

Privacy by design
Data protection from the onset of

Increased territorial scope

Applies to any company processing X
personal data of EU citizens, o‘ * the designing of systems, rather
regardless of location. than a retrospective addition.

* GDPR x

* * Right to be forgotten

Consent matters
Explicit consent must be * * Entitles the data subject to have the
provided in an intelligible and * data controller erase his/ her personal

easily accessible form. cdata (and potentially third parties, too).

Right to access and portability
Users can inquire whether and how their
personal data is being processed.

Appointed in certain cases, to facilitate the
company’s need to demonstrate GDPR compliance.

1 ‘ Mandatory data protection officers
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Privacy & Data
Protection Rules on
the Global and
Regional Timeline

(1948
 UN UDHR

-

p
2007
 Lisbon Treaty

(1953
 ECHR

-

(1976
e |CCPR

-

-

(2015

« APEC Privacy
Framework

(2000
 CFREU

-

(1995

« EU Directive

(1980

« OECD
Guidelines

-

-

-

(2016
 EU GDPR

-

(2016

ASEAN
Framework on

(1981

« CoE Conv.
108

-

| PDP

/

2020

RCEP Agreement

-




A Quick Check on Other Jurisdictions

M OSt Recent Leg i s I at i ve Deve l o p m ents . Regulation in place / due to come into force
i n key m a rkets * | Regqulation under dlscgsslon

Russia -~ Law on Personal

China - Parsonal Information

£o. .
- Suitzastond = Bailesd g::: {chta "Fsiﬂl;%of;w Se«;urlxv.SDedflc?F%r; (r{!:y ;213) Japan - Act on the
Canada - Digital Privacy Data Protection Act (still (242-FZ. 2014), Delisting ?;“Amendmx.h i obg:.,? gzot)an g m{ ?i Pro'.gcluqn of Perscnal
Act (November 2018), in drafting stage) Law (149-FZ, 206) {Refn-—ﬂ' 0on Information (APPI)
reforming the Personal g on.the Protection of Children's (last amendad in
Information and Protection Parsonal Information Onfine 2017). Amendments
and Eectronic Documents -~ Eocm“" 2&"&”;:2%) currently under
Act (PIPEDA) EU - ePrivacy Regulation ummddlscussioh une consideration.
(still in drafting stage) Korea - Personal
) : Information Protection Act
: | N (2011), latest amendments
o US - Competing Nigeria— Data Protection India - Personal Data B | entering into force in
gi'rmi? Privacy Acs v, i Requlation 2019 (dats of ) ;’;351:‘:;&3:‘ 2032 ’ p= < foguss 2020,
(January 2020) e Eongr sntrylitoforce s 15 be . | Thailand - Parsanal Data

Brazil — General Data

n
.
“ D = oy Protection Act (entering
: =1 _Into force in May 2020)
=3 ‘
\ -
-

- Protection Law (LGPD - E Singapore - Personal Data

\ 8 b Law 13.709) (entering into ?j Dg}rﬁ:; Q:mN : év-—‘—:;\ Protection Act (PDPA) (2012)
Ecuador— Data \ 2ol force in August 2020) ‘ aombeﬂn-&ur e :
Protection Bill (still g
in drafting stage)

Chile - Proposal Data
Protection Law (still in

New Zealand - Prvacy

Bill 34-2 (still in

drafting stage, entry

into force planned for
"7 November 2020)

= :

Uruguay - Law on the &

Protection of Personal Data

and Habeas Data (Law -
Uganda- Protec 0

18.33172008), amercdments R

(January 2019) and Dacree Privacy Act (May 2019)

drafting st Malaysia:
ng 390) NQA_QMQZQ] Per;oyn;j Data Australia - Prlvacy Act 1988 and
- Praotection Act amendments(last amended in
Argentina — Proposal Data South Africa - Pratection 2010 (in force March 2014, including 13
Protection Bill (MEN-2078-147- of Personal Information Act since 2013) Australian Privacy Principies)
APN-PTE) (still in drafting stage) (POPIA) (entry into force to
be determined)

https://medium.com/credify/data-regulations-for-business-
743c69ee327b




National Comprehensive Data Protection/Privacy Laws and Bills 2019

¥

2 . . Blue - Comprehansive Data Protection Law Enacted (122:103 UN/12 self gov)
23\1'!'623:;!38!‘ Rad Pending Bill or Inthiative to Enact Law (34/3) :
P . o initiatives or no information (56)
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Data Protection Principles in Indonesian Draft PDP Law — Article 17(2)

. The collection of personal data shall be limited, specific, lawful, fair and transparent.

. Personal data shall be processed only for the purpose it is collected.

. Data is processed with ensuring rights of data subjects.

. Personal data processed shall be accurate, complete, not misleading, update, and
accountable.

. Personal data shall be protected from unlawful access, disclosure, and modification; and
shall be protected against misuse, damage, and loss.

. Data subject must be informed of the processing purpose and activities, and of any breach
of data protection.

. Personal data shall be disposed of/deleted after the end of retention time or as requested by
the data subject.

. Personal data processing shall be conducted responsibly in compliance of the principles of
data protection principles.
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Data Protection Principles in the European General Data
Protection Regulation (GDPR) — Article 5

1. Lawfulness Principle — Art. 5(1)(a)

2. Fairness Principle — Art. 5(1)(a)

3. Transparency Principles — Art. 5(1)(a)

4. Purpose Limitation Principle — Art. 5(1)(b)
5. Data Minimisation — Art. 5(1)(c)

6. Accuracy Principle — Art. 5(1)(d)

7. Storage Limitation — Art. 5(1)(e)

8. Data Security (Integrity and Confidentiality) Principle — Art. 5(1)(f)

9. Accountability Principle — Art. 5(2)
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Data Protection Principles in the European General Data

Data Protection Principles in Indonesian Draft PDP Law - Article 17(2) Protection Regulation (GDPR) - Atcle

a. The collection of personal data shall be limited, specific, lawful, fair and transparent, 1. Lawfulness Principle - Art. §(1)(a)

I
3. Transparency Principles - Art. §(1)(a)

b. Personal data shall be processed only for the purpose it s collected. 2. Faimess Principle - Ar. 3(1)a)

c. Datais processed with ensuring rights of data subjects. \
\ 4, Purpose Limitation Principle - Art. §(1)(b)

d. Personal data processed shall be accurate, complete, not misleading, update, and
accountable.

5. Data Minimisation - Art. 3(1)(c)

e. Personal data shall be protected from unlawtul access, disclosure, and modification; and )(

shall be protected aganst misuse, damage, and loss. 6. Accuracy Princile - Art 5(1)
f. Data subject must be informed of the processing purpose and actvites, and of any breac
of data protection. 1. Storage Limitation - Art. 3(1)e)

0. Personal data shall be disposed offdeleted after the end of retention time or as requested by
the data subject. 6. Data Security (Integrity and Confidentiality) Principle - Art. 3(1)(f)

h. Personal data processing shall be conducted responsibly in compliance of the principles of e
data protecion princples. 9. Accountability Principle - Art. 9(2)

d
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Fintech Lending Landscape in Indonesia

116

Registered Companies 132 M

667K

Lenders using

People without
bank credit
access

193

. . P2PL
Licensed Companies comps

Fintech

46.6M

SMEs w/out
credit
access

64.8M

Borrowers using
Fintech

Rp 221,000,000,000,000

Successfully distributed loan (Jun 2021)

Source: OJK, AFPI
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Fintech Lending Landscape in Indonesia

LINDUNGI DATA PRIBADI O Tdin .
NASABAH PINJAMAN ONLINE 3 1 9 3 PINJAMAN ONLINE ILEGAL

DIBLOKIR

Satgas Waspada Investasi (SW1) t.\ * Pinjol tersebut
Otoritas Jasa Keuangan (0JK) N G memanfaatkan data
memblokir 3.193 pinjaman online 00000 "oy G pribadi nasabah untuk
atau pinjol ilegal 000 i q keperluan penagihan

G § dengan mengintimidasi

Masyarakat terjebak pinjol ilegal
karena rata-rata tidak meminta
persyaratan yang ketat untuk
menggaet nasabah

Pemberi pinjaman
sewaktu-waktu akan
menggunakan data pribadi
nasabah untuk meneror
yang tidak segera
melunasi pinjaman

+¥F

Bunga hisa g | G G
sampati: ) g |
2 - 40 y - Kita zllldlz(m
Catatan LBH Jakarta: L . d memblokir
PER (‘, -, - 3.193 pinjol ilegal,
e . " . ol , N - Jumlah ini sangat
* 1.330 laporan korban pinjaman online (pinjol) dari 25 provinsi H ARI N besar"
* 89 fintech melanggar hukum dengan menyebar data pribadi nasabah T N

* 25 fintech yang melakukan penyebaran data pribadi terdaftar di OJK
¢ Akibat persebaran data, korban menerima ancaman, fitnah, hingga pelecehan seksual

Tongam L Tohing
Ketua Satgas Waspada Investasi 0JK

OoKe
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The collection of personal data shall be limited, specific, lawful, fair and

transparent.

In May 2019, a German police officer was fined by the
country’s Data Protection Authority EUR 1400 (Rp 23
million) for obtaining car license plate data via the
official Central Traffic Information System of the
Federal Motor Transport Authority and using it for
private contact.

The police officer has processed personal data
outside the scope of the law.

This infringement is attributable to him personally as
he does not have sufficient legal basis for data
processing contrary to Art. 6 GDPR.
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Personal data shall be processed only for the purpose it is collected.

In September 2021, a restaurant owner in Spain was
fined EUR 3,000 (he Spanish DPA (AEPD) has fined a
bar owner EUR 3,000 (Rp 49 million) for distributing a
CCTV images through WhatsApp and online media
which shows an accident that involved one customer
of the restaurant.

The CCTV was meant for security purposes,
therefore the images/videos shall not be distributed
publicly as it is not in line with the security purpose.

‘ As the publication of the images was not related to the

purpose of the video surveillance, the restaurant
owner as data controller violated the Purpose
Limitation principle under the GDPR.

sonnyzulhuda.com




Personal data shall be processed only for the purpose it is collected.

In April 2014, a Malaysian actress sued Malaysia
Airlines over the publication of her flight details on
a Facebook account. The posting of their boarding

passes caused them to suffer emotional stress.

At the KL International Airport, the couple had
given their boarding passes to the airliner staff at
the departure gate. It appeared that the staff had
subsequently taken the picture of the passes and

uploaded them online.

In an out-of-court settlement, the couple received
an undisclosed amount of compensation.

Legally, this would have potentially amounted to a
violation of the purpose limitation principle of the
PDP law.

malayggg@ - ]
ECONOMY CLASS ‘

NAML /NAM.
'mwimmusmu
Bl LG

LYLAAVROGRAN KLSET IAAN
% 1
| XUALA LUMPUR
1
TINL/ CLASS/ SLa
KELAS

TARIKM MASA
- 20APR14 w -
TLAGHT/ GATL CI'ENS/ SEAT/ GAILS
MO PENCRBANGAN PINIU BUKA  TUNPAT FINTU
OUDUK

- .

malay's'ggﬂ -
ECONOMY CLASS

NAME /NAMA
AR IALS AN Az DI H e

GATE OPLNS/ SLAT/ GATE/

:"ofa"’ PINTU DUKA  TEMPAT PINTU
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Personal data shall be protected from unlawful access, disclosure, and
modification; and shall be protected against misuse, damage, and loss.

A third party training vendor to Singapore Armed
Forces was fined SGD 35,000 (Rp 367 million) in
June 2021 for their failure to apply security
measures to the data of more than 110,000
people in total.

 The database was affected by ransomware
which locks up the data

« The vendor only applies a single, simple
password, which was shared between few
employees.

il ° Insufficient authentication method to protect the
AN OO 1NN 10 19 account from unauthorised log-ins.

sonnyzulhuda.com




Data subject must be informed of the processing purpose and activities,
and of any breach of data protection.

A In June 2021, the authority in Poland imposed a
D fine of EUR 3,000 (Rp 49 milliono) on a legal
| education foundation.

The Foundation had earlier suffered from data
'- breaches (i.e. data theft) and had failed to notify
the authority about the breach.

| The failure to notify the authority amounts to a
P VACY BREACH violation of a breach notification duty. The data file

REBQRTHN@ that was stolen included the names, addresses
and telephone numbers, and also the national ID

numbers of 96 individuals.
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Personal data processing shall be conducted responsibly in compliance of
the principles of data protection principles.

1. The use of P2P Lending customers’ personal information
irresponsibly to intimidate the customers upon repaying
their loan.

2. The disclosure of Covid-19 patients information without
consent or necessary procedure.

3. Discreet collection of facial information from surveillance
camera for commercial purposes.

4. Failure to notify the detailed purposes and usage of
personal information collected from the Covid-19 tracking

apps.

sonnyzulhuda.com
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RESETTING DATA CULTURE

Information society requires a
resetting of ethical and cultural
adjustment towards data

(o)

DATA DUE DILIGENCE

Data is viewed as assets that have to be
managed and protected within
appropriate measurable steps

o

NEW OFFENCES
Restrictions are introduced to
reshape the new expected
behaviour on data

PDP Law the New Norms

34370
eMARKET

\"

>y
*,“,
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FULL DATA LIFECYCLE

PDP deals with the full processing from
collection to disposal. Confidentiality or
security is only a component of it.

DATA STAKEHOLDERS

Data Is not “owned” by the
data user. Individuals’ rights
are involved.

R

DATA ACCOUNTABILITY
OVER SOVEREIGNTY

While it is important to preserve data
sovereignty, data accountability is the
priority



Key debates on Indonesian Draft PDP Law

& L[] A

Supervisory & Legal and Ensuring efficient
Enforcement Instltut_lon_al sanctions: Criminal, Data Sovereignty
Authority? Harmonisation civil & administrative
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Closing Remarks

PDP Law is about respect and dignity of every
human being — fundamental rights to privacy

PDP Law seeks to strengthen national security
and economic resilience — \
PDP Law sets a new norm in international trade

PDP Law governs data across sectors and
Industries

PDP Law evolves, changes and complicates
alongside the technology

sonny .com




THANK YOU

DR SONNY ZULHUDA

Associate Professor at the International
Islamic University Malaysia

M sonny@iium.edu.my

E sonnyzulhuda.com

u twitter.com/zulhuda




