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VAR data in today’s match Liverpool vs Porto

........

JSe of Big Data i Football

OFFSIDE

I Social media interactions
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u'ﬁDataflcatlon”

The process by which subjects, objects, and
practices are transformed into digital data.

The process of quantifying all information
> around us: our location, movement,
communications, usage of devices, etc. which
- will allow us to use such information in new
st .Ways, such as in predictive analysis.
ey
'I:hls..wm help us fu\rther to unlock the implicit, _
latent value of the information

V Mayer Schonberger and K. Cukier, Big Data: A
Rewalution.That Will Transform How We Live, Work
and Think (2013).
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- What's that thing you say, Olaf?

’ ,‘,i

- And remembers everything.

sonnyzulhuda.com

- Oh, yeah. Water has memory.

-Hm.
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Keyboard shortcuts

Port Dickson

1,222 places
See your most visited places and all of the places

you've been based at on your Location History

MANAGE LOCATION HISTORY
sonny

Location History is on

Your location is reported by your mobile device and
only you can see it.

Home and work
A
e




DATAFICATION

GMAIL

134,966

All of Tom’s emails since he
first got a Gmail account in
2004. Google also stores his
6,147 chats.

What
Google Knows

Google compiles enough data to build
comprehensive portfolios of most users
—who they are, where they go and what

they do—and the information
is all available at google.com/dashboard.
Here are just a few things WSJ reporter
Tom Gara found out about himself.

CONTACTS

2,702

Google knows the people that
Tom emails the most. At the
topis a friend in Egypt.

GOOGLE SEARCH |- | YOUTUBE

64,019 | 9,220
Google thinks Tom | ¥ | Videos Tom has
performs most of his | ~ | watched, listed in

searches around chronological

8 am. ET, but thisis | A order, including
probably skewed by | | aseries viewed
years spent i ~in June about
. canoes.

outside the US. |

. TOMGARA

ANDROID = g B, GOOGLE
DEVICES . PLAY
Google knows all of Tom’s That's how many apps
synched Android phones, Tom has downloaded
including the old Nexus S phone from Google’s store.
that he gave to his mom.
WAU';T PASSWORDS
Credit cards (two expired) saved in 3 5 .
Google Wallet, plus two shipping Number of website
addresses and 13 itemized passwo'rds savedin
purchases since June 2009. Google’s Chrome browser.
DoCs
855 LOCATION
Documents Tom has created, Willunga,
plus the 115 he has opened South Australia
that belong to other people. Due to an unknown glitch,
Google bases Tom's location
Graphicby from one of his old Android
Alberto Carvantes/ phones, which he gave to

The Wall Street Journal mother in Australia.
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DATAFICATION
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What is Big Data?

VISUALIZATION

“Big Data is an
expression that typically
refers not only to
specific, large datasets,
but also to data
collections that
consolidate many
datasets from multiple
sources, and even to
the techniques used to
manage and analyze
the data” VALUE

VERACITY
(RELIABILITY)

VELOCITY (SPEED)

M. R. Wigan and R.
Clarke, IEEE Computer

46 (2013) VARIABILITY VARIETY
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(2: 31) Then Allah taught Adam the names of all "
things and presented them to the angels and said:
“If you are right (that the appointment of a |

vicegerent will cause mischief) then tell Me the
names of these thlngs

e

equal to those who do not know?”Only ~
those endowed with understanding take .
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BIG DATA - 3he Sofamic Worddsien

Data as a Privilege
To be utilized in.accordance with its beneficial functions, for the benefit
of self and others.

* Data as a Trust

Not to be abused, misused, overused and underused.

Data as a Test
Q To be accountable for inthis world and hereinafter

sonnyzulhuda.com



The more we use the contemporary digital
network, the less economic value it is
bringing to us! ol
»ﬁﬁ%\r Lo
Rather than generating more jobs, this digital Sl =
disruption causes structural unemployment & '
crisis. >

Rather than creating more competition, it
has created immensely powerful new
monopolists like Google and Amazon.

Rather than creating transparency and
openness, the Internet is creating a
panopticon of information-gathering and
surveillance services in which people are

packaged as an all-too-transparent produc‘
-~
| 0
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Sy 2 4
Andrew Keen (2015): “The Internet is Not
the Answer”

The
Internet
Is

Not
The

ANSWEr ek




How we handle the emergence of an era of Big Data
IS critical... with the increased automation of data collection and
analysis — as well as @algorithms that can extract and inform us of

. massive patterns in human behavior — it is necessary to ask which

'~ systems are driving these practices, and Which are regulating

them (“Six Provocations of Big Data,” Danah Boyd & Kate Crawford, 2011). *‘;
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Consumer
Protection

Ownership

*Disclosure of e-

commerce
business:
products, terms,
and identities.
*Ensuring
consumers’ safety
*Dispute resolution
& redress
*Intrusive ads &
marketing
~practices

*Private vs Public Data:
is data in Public equal
to Public data?

*When data is
generated
automatically, who
owns it? Data
generators, collectors,
or processors?

*Is the Data amounting
to intellectual property

Big Datain
Contract

Privacy &

Security «E- contract sees

more use of

*How consent is “electronic agents”.

secured during
automated
collection of
personal data?

* Activation of sensor
devices without
sufficient
notification.

*Increasing use of
surveillance camera.

*Challenging task to
secure data.

* Retention of data

this will mean more

*Use of links to
external cloud

of “communicating”
the message.
*See: Watrtsila
Australia Pty Ltd v.
Primero Group Ltd
[2020] Australia.

sonnyzulhuda.com

automation and less
human intervention.

challenges the issue

*To make sure the
whole data
processing activities
are in conformity

With Big Data and Al, with the law and

rights of individuals.

*To make sure the
use of big data
comply with
evidentiary rules
and regulations, e.qg.
use of facial
recognition by law
enforcement
agencies to detect
criminals.

To avoid offensive
contents



Potentially deadly bomb ingredients are
‘frequently bought together’ on Amazon

= ' Siobhan Kennedy
Y Washington Correspondent

A Channel 4 News investigation can reveal how Amazon’s algorithm can

guide users to the chemical combinations for producing explosives.

Google Photos Tags Two
African-Americans As Gorillas
Through Facial Recognition
Software

9 Maggie Zhang Forbes Staff m \
I write about technology, innovation, and startups. |

Instagram uses ' will rape you' post as
Facebook ad in latest algorithm mishap

When Guardian reporter Olivia Solon was sent a rape threat, she
posted a screenshot on Instagram. Then the Facebook-owned
company made it an ad

. Julieanne Smolinski @
||||| w

So my (beloved!) ex-boyfriend's apartment
caught fire this year, which was very sad, bu
Facebook made it worth it.

Algorithmic

Failures

Tesla Fires Back After Fatal Model S Autopilot
Crash

Fortune this week examined the timing between the deadly accident and a huge stock sale by Tesla and CEO Elon
Musk

Your Year In Review
James, here's what your year looked like!

e ByAngela Moscaritolo July7.2016 § W [@ e

32 4148

1890900 w

Dear Eric Griffith,

Earlier today, we accidentally sent you an email from Amazon Baby Registry. We apologize for
any confusion this may have caused.

Sincerely,
The Amazon Baby Registry Team




PDP PRINCIPLES UNDER EU GDPR, PDPA 2010 (MY) AND ISO/IEC 29100

Lawfulness Principle
Fairness Principle
Transparency Principles
Purpose Limitation
Data Minimisation
Accuracy Principle
Storage Limitation
Data Security

Accountability Principle

General Principle
Notice and Choice
Disclosure
Security

Retention

Data Integrity

Do e
Ve o

Consent and choice

Purpose legitimacy and specification
Collection limitation

Data minimalization

Use, retention and disclosure limitation
Accuracy and quality

Openness, transparency and notice
individual parficipation anc access
Accountability

Information security

Privacy compliance



EU PROPOSAL FOR A REGULATION OF ARTIFICIAL INTELLIGENCE
(ARTIFICIAL INTELLIGENCE ACT) (21.4.2021)

Objectives:
« To ensure that Al systems placed on the Union market and B o
used are safe and respect existing law on fundamental
rights and Union values; CONI221) 200
- Toensure legal certainty to facilitate investment and
|n novatlon |n AI , REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

LAYING DOWN HARMONISED RULES ON ARTIFICIAL INTELLIGENCE
(ARTIFICIAL INTELLIGENCE ACT) AND AMENDING CERTAIN UNION
LEGISLATIVE ACTS

- To enhance governance and effective

enforcement of existing law on fundamental rights and
safety requirements applicable to Al systems;

- To facilitate the development of a single market for lawful,

safe and trustworthy Al applications and prevent
market fragmentation.

sonnyzulhuda.com




MODEL ARTIFICIAL INTELLIGENCE GOVERNANCE FRAMEWORK
PDPC SINGAPORE (21.01.2020)

Guiding Principles

Decisions made by Al should be Al systems should be
EXPLAINABLE, TRANSPARENT & FAIR HUMAN-CENTRIC

From Principles to Practice

Internal Governance
Structures and
Measures

s Clear roles and
responsibilities in

your

Determining the
Level of Human
Involvement in Al-
augmented Decision-
making

* Appropriate

sk

Operations
Management

s Minimise bias in
data and model
* Risk-based

approach to

Stakeholder
Interaction and

Communication

s Make Al policies

known to users

e Allow users to

% "MODEL
ARTIFICIAL INTELLIGENCE

ggsn[sation _ _deg:ee of human mea;SL_lrez_T_uch as :czaro;;:ie . GOVERNANCE FRAMEWORK
. s to monitor involvement explainability, eedback, i
and manage ¢ Minimise the risk robustness and possible SECOND EDITION
risks of harm to regular tuning * Make
* Staff training individuals communications SG:D I I \V‘ :'z"‘:"?t:l(‘z;.;:::"" pdpc -
easy to B
understand

r : PERSOMNAL DATA
Source PROTECTION COMMISSION
SINGAPORE

sonny




Takeaways

01

02
03
04
05

It is not that big size that matters, but the data analytic is

With more leverage to come, risks and challenges are
unknown. But fundamental principles remain

Big data is led by innovation, law is the carrier, not barrier

Law and lawyers, traditionally, follow the innovation, but
this time must follow fast

Privacy is the prominent area impacted by Big Data

sonnyzulhuda.com



REMEMBER, WITH BIG DATA




BIG DATA

S ABOUT

ACCOUNTABILITY
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Do not follow that of which you have
no knowledge. Surely the hearing, the
sight, the heart - each of these shall

be called to account
(Al-Isra’, Chap. 17:36)

))
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