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CYBERSPACE
REALITY CHECK



Society 5.0 >> Cyber Society
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The Characteristics of Cyber Society:

 Diminishing border

 Time-zone doesn’t matter, but timeline does

 The illusion of lawlessness

 Abundance of information – confusion 

between data and noise.

 Gadgets change, but data stays

 Rise of digital assets

 Digital natives take over

 Traditional authority being challenged
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The threats that global CEOs 

are most worried about… 
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Why Cyber Risks?

Industry 4.0 – Where informatisation

embraces datafication and transforms 

into automatisation

Post-pandemic World – Efficiency, 

Work from Anywhere, Cloud as 

Service

Inter-dependence on public 

Information Infrastructure, e.g. 

telecom, data storage, health system, 

transport system, government

Increasing threat of attack to the 

digital assets (Cybercrimes, 

cyberterrorism, etc.)
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Informatisation –> Digitalisation –> Datafication! 
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Prominent Threats and Risks of Cyber Security

Personal data exploitation through 
illicit collections via online 

services (eg P2P lending), Apps, 
etc; 

Scam via fake accounts 
begging for donation, fake charity 

drives, fake emergencies etc.

Misinformation: citizen 
journalism with 

unaccountable stories – a 
test-bed for phishing attacks.

Unsecured online platforms prone 
to personal data breaches (online 
shopping, online meeting, social 

media, etc).

The rise of public 
surveillance and Private 

data collection?
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Post-Pandemic Cyber Vulnerabilities

People tend to rush collecting 
information about the Pandemic, click on links 

and web pages, spreading the information with 

poor exercise of fact-checking 

People work on official documents using 

home-based computers, with inadequate 

security protection and support as they 

have in office.

Reduced mobility, losing jobs, scarcity 

of earning opportunities, etc. creates 

financially challenged society, who would 

turn into shortcuts (crimes, etc).

INFORMATION

TECHNICAL

FINANCIAL

Wide and fast adoption of mobile Apps 

for social networking, e-shopping, e-

meeting, e-learning and cloud services, but 

with poor security and privacy 

measures or policies

TRUST
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PANDEMIC

Simple Portfolio Presentation

Portfolio Presentation

Simple Portfolio

COVID-19

How To Prevent An Outbreak 
Portfolio Presentation

Simple Portfolio

VulnerabilitiesPost-Pandemic Cyber Vulnerabilities
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• Post-Pandemic Cyber Vulnerabilities
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Exploitation of Cyber Information Infrastructure (CIIP)

Post-Pandemic Cyber Vulnerabilities

Coronavirus

research hack?
Intrusion to 

Critical Utilities

Ransomware on 

public health system
Ransomware on 

energy company

Sabotage on Govt

online meeting

Terrorists and cybercriminals are always interested to exploit cyberspace vulnerabilities. 

The activity of cyber terrorism does not relax during Covid-19. Several cyber attacks do 

target a critical information infrastructure (CII), a traditional target for cyber terrorism.

sonnyzulhuda.com



Cybersecurity  A New Battlefield?
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Recent Global Data Breach Cases
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Recent Data Breach Incidents in Indonesia*

https://nasional.kompas.com/read/2021/09/03/18445501/deretan-kasus-kebocoran-data-pribadi-dalam-dua-tahun-terakhir
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Fintech-related Data Breach
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CYBERSECURITY 
ARE WE (LEGALLY) READY?



A New Battlefield for the Indonesian Authority

Pemerintah memfasilitasi pemanfaatan Teknologi Informasi dan Transaksi Elektronik sesuai dengan 
ketentuan peraturan perundang-undangan.

Pemerintah melindungi kepentingan umum dari segala jenis gangguan sebagai akibat penyalahgunaan 
Informasi Elektronik dan Transaksi Elektronik yang mengganggu ketertiban umum, sesuai dengan
ketentuan peraturan perundangundangan.

Pemerintah wajib melakukan pencegahan penyebarluasan dan penggunaan Informasi Elektronik dan/ 
atau Dokumen Elektronik yang memiliki muatan yang dilarang sesuai dengan ketentuan peraturan
perundang-undangan.

Dalam melakukan pencegahan s6lagaimana dimaksud pada ayat (2a), Pemerintah berwenang
melakukan pemutusan akses dan/atau memerintahkan kepada Penyelenggara Sistem Elektronik untuk 
melakukan pemutusan akses terhadap Informasi Elektronik dan/ atau Dokumen Elektronik yang memiliki
muatan yang melanggar hukum.

Pemerintah menetapkan instansi atau institusi yang memiliki . data elektronik strategis yang wajib 
dilindungi.

Pasal 40 UU No. 11/2008 Ttg ITE
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Are We (Legally) Ready?

1999

• UU No. 36/1999 Ttg
Telekomunikasi

2008

• UU No. 11/2008 Ttg
ITE

2016

• UU No. 19/2016 Ttg
Perubahan ITE

2019

• Perpres No. 39/2019 
Ttg Satu Data 
indonesia

2021

• Perpres No. 28/2021 
Ttg Badan Siber dan
Sandi Negara

2022(?)

• RUU Ttg
Pelindungan Data 
Pribadi

sonnyzulhuda.com



Meanwhile in Malaysia….

1997

• Computer Crimes Act 
1997

• Digital Signature Act 
1997

1998

• Communications and 
Multimedia Act 1998

2006

• Electronic Commerce 
Act 2006

2007

• Electronic 
Government 
Activities Act 2007

2010

• Personal Data 
Protection Act 2010

2022(?)

• Study on the Draft 
Law on the Cyber 
Security Act
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G-20 Summit 2019: Osaka Track on Data Free Flow 

with Trust (DFFT) 

A New Push for Indonesian Government

G-20 Summit 2022: What will the Host say about Data Protection?



The Future for Our Cyber Security and Data Protection

FuturePresentPast

✔Digital Sovereignty 

✔Transparency (Good 

Governance) 

✔Sustainable Business

✔Sustainable Innovation

 Internationally accepted benchmark?

 3C: Clarity, Comprehensive, Concerted Law?

 Regulate = Balance between carrot & stick?

 Effective Mechanism of Enforcement?
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LESSON LEARNED
KEY TAKEAWAYS
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With the interdependence of information 

infrastructure, collective efforts to secure 

our cyberspace is necessary

CYBER SOCIETY: 

INTERDEPENDENCE

Restrictions are introduced to 

reshape the new expected 

behaviour on data

NEW OFFENCES, NEW LAWS

Lesson Learned

Cyber security is a process, not a 

product. It is a journey not a 

destination

RESETTING CYBER 

SECURITY CULTURE

No order without law, no law without 

enforcement, no enforcement without 

leadership

CYBER SOCIETY NEEDS 

CYBER LEADERSHIP
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