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1. PDP In A Nutshell

2.Why (vot) PDP Law?

2 What Happen(ed): Past Present,
Future?




Privacy & PDP In the Quravic Perspective

Big Data as Asset
QS. Al-Bagarah: 31; Az-Zumar: 9

% Communications Privacy DE

-

Keeping Secrets
Q.S. An-Nisa: 58

L)

. . Rule against
Territorial Privacy Surveillance

.S. An-Nur: 58-59 .
Q a Q.S. Al-Hujurat: 12




PDP In A Nutshell

Tuformatisation —> Digitalisation —> Datafication!

101001101001000010101
0011110111011011011010
101000011100101011001
010100111010100010101
0001011010110110110100
010101110001010100010
1000101110101100010011
010011010010000101010
0111101110110110110101
010000111001010110010
101001110101000101010
0010110101101101101001

sonnyzulhuda.com



101001101001000010101

What e PO 4, 0011110111011011011010

Google Knows Al ofTom's emas scehe Qo‘?‘ 101000011100101011001
Eiicenmy it 2004 Google also stores s AP o, 010100111010100010101
Oy e o147 chats. 2 \ov°® ‘eﬁz@ ,, 0001011010110110110100
sl valale a googlecomashboar, 705" go® \\v&""‘ o, «\e&\‘ 5, 010101110001010100010
_:-_Ler::leé::a] lfj;ﬁ:df z\altt:glgui :Y;Jsgle: LLd Gc,;ogle knows the people that (\ 00(0 ‘\b 1000101110101100010011

S mi?::gsm:‘gﬁ;é;;gf ‘(\3(\‘3 S \)‘O ek¢* 010011010010000101010

A\(g RTINS 0111101110110110110101

GOOGLE SEARCH [ vou;;e ‘o\\° 6\0&\" 010000111001010110010
. 64,01 § | u | 9220 101001110101000101010
performs most of his / N ' \ watched, listed in 0010110101101101101001

searches around | \ chronological

8am.ET, but thisis | ~ order, including

DATAFICATION

probably skewed by | . aseries viewed
years spent . inJune about
outside the U.S. canoes.
. TOMGARA !
ANDROID GOOGLE
DEVICES ! - PLAY
Google knows all of Tom’s That's how many apps
synched Android phones, Tom has downloaded
including the old Nexus S phone from Google’s store.
that he gave to his mom.
WAU'ET PASSWORDS
Credit cards (two expired) saved in 35 )
Google Wallet, plus two shipping Number of website
addresses and 13 itemized passwc'rds saved in
purchases since June 2009. Google's Chrome browser.
DOCS
855 LOCATION
Documents Tom has created, Willunga,
plus the 115 he has opened South Australia
that belong to other people. Due to an unknown glitch,
Google bases Tom's location
Graphicby from one of his old Android

Alberto Cervantes/ phones, which he gave to his
The Wall Street Journal mother in Australia.




PDP In A Nutshell

Datafication —> Antomatisation —> Commodification!
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PDP In A Nutshell
Commodification —> Capitalisation —> Consumerisim!

The Highest EU-based Fines (2020-2021)

AMAZON

e $877 million

» Offence? Cookie
consent

WHATSAPP GOOGLE

* $255 million » $56.6 million * $41 million

» Failed to  Privacy notice & * Monitoring of
properly explain consent for employees
its data personalized
processing advertising, etc
practices in its
privacy notice

e $31.5 million

» Series of
violations
accumulated
over the last
several years.
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PDP In A Nutshell

Commodification —> Capitalisation —> Trade Warl

’qﬂr* tlTra 'h U'l/ /J/U)
b

The EU Court of Justlce decided that the
EU-USA Privacy Shield Agreement,
which allows 3000 US companies to
repatriate European personal data to US,
is null and void, putting trans-Atlantic

trade in a halt

'_f-'( e & OB 7 0

- The US Government banned Chinese

platforms TikTok and Wechat from operating in
the US due to data security and data
% privacy concern.




PDP In A Nutshell

Meanwhile ov the other end of the spectrum...
Industrialisation — Urbanisation — Human Rights — Privacy — Data Privacy

Right to Life, to Enjoy Life with Dignity

"Leave me Alone” — Right to Solitude

Right to be Anonymous, under no Scrutiny

Informational Privacy: Identity,
Communications, lifestyle, etc

of the global consumers care about privacy, care for their own
data, care about the data of other members of society, and they
want more control over how their data is being used.

Cisco Consumer Privacy Survey 2019
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why (Not) PDP Law?

WHEN PDP LAW IS ABSENT...

v Uninterrupted exploitation: Businesses continue monetize
unfairly, leaving the gap of economy widens.

v Threat to civil society: Governments handle citizens’ data
without legal check and balance to the rights of individuals.

v Individuals subject to a lost privacy, exploited resources,
threat to safety, harassment, constant surveillance and
reduced quality of life.

v" Distrust over digital platforms, hence the threat to national
economy.

v Country loses international credibility — thus creates a
reputation as a safe-heaven for data criminals and hostile
trade country.
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why (Not) PDP Law?

Global cross-border B2C e-Commerce transaction value (USS billion)

“Pergaulan internasional
Western Europe Mid-Eastern Europe Indonesia turut menuntut
adanya pelindungan atas

25% H48% Data Pribadi.

North America

2014 2020 :
2014 2020 Pelindungan tersebut
dapat memperlancar
2014 2020 Middle East & Africa Asia Pacific perdagangan, industri,

Latin America investasi yang bersifat

10% 4R 33% g transnasional.”
mins.
2014 2020 2014 2020 Rancangan Penjelasan RUU

2014 2020 Pelindungan Data Pribadi

M B82C e-Commerce
B B2C Cross-border e-Commerce

Source: <https://ecommerce-platforms.com/articles/cross-border-ecommerce-future-ecommerce>

N o ny2.ihuda.com [



why (Not) PDP Law?

G-20 Summit 2019: Osaka Track on Data Free Flow
with Trust (DFFT)

G20 OSAKA SUMMIT
il Y 2019

“Ini adalah sebuah kepercayaan dan kehormatan bagi
Indonesia menerima Presidensi G20.”

| INDONESIA| B

“Dan dalam Presidensi G20 Indonesia akan fokus untuk-
mengerjakan tiga hal: Pertama, penanganan kesehatan
yang inklusif. Kedua/rtransformasilbérbasis digitaly
Ketiga, transisi menuju energi berkelanjutan.”

N\

G-20 Summit 2022: What will the Host say about Data Protection?
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why (Not) PDP Law?

National Comprehensive Data Protection/Privacy Laws and Bills 2021

. . b > Blue - Comprehensive Data Protection Law Enacted (138/118 UN/20 self gov)
David Banisar 3 3 ey
Red - Pending Bill or Initiative to Enact Law (32/1)
August 2021

White - No current law/initiatives or no information (43 UN)
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Past, Present & Future?

Data Breach Incidents — in the past two years*
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Past Present
Iata
Pribadi
ijual
Bebas _
__:-":;-'-:f-:._: ;-'::::;_—-;-::% Ketua Komisi | DPR Rl Meutya HAFID:
e RUU PDP Segera Disahkan,
s EgEaes Pembentukan Pengawas Independen

= i Diserahkan ke Presiden
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Internationally accepted benchmark?
3C: Clarity, Comprehensive, Concerted Law?
Requlate = Balance between carrot & stick?
Effective Mechanism of Enforcement?

Future

e

v Digital Sovereignty

 Transparency (bood
Lovernance)

¢ Sustainable Business
¢ Sustainable Innovation
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