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INFORMATION 
SOCIETY

DIGITALISATION

GLOBALI-
SATION

today's globalization isn't just about 

moving goods or people—it's about 

the instantaneous flow of information, 

creating a world where local and 

global are increasingly blurred.

Digitalization as the enabler: 

Digital technologies (internet, 

mobile networks, cloud 

computing, AI) have eliminated 

traditional barriers of distance 

and time, making instant global 

communication and 

transactions possible.

3 KEY FACTORS INTO THE 

TOPIC – the 

interconnectedness of 

economies, cultures, and 

societies enabled and 

accelerated by digital 

technologies.
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Information/Digital society as the 

context: We now live in economies 

where information and knowledge are 

primary resources, not just physical 

goods. Data flows across borders 

continuously, shaping everything from 

business to culture to politics.



STATISTICS OF DIGITAL 
INDONESIA
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WHAT HAPPENS IN ONE 

MINUTE IN INTERNET*

2025 *https://bondhighplus.com/blog/what-

happens-in-an-internet-minute/
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Digitalisation and Data Centrality

Malaysia: 8th

Malaysia is ranked eight with the 

highest penetration of social media (83%)

Indonesia: Top 4 
Indonesians among the highest social 

media audience: 

2nd on Tiktok (after the US) 

3rd on FB (after India and the US) 

4th on Youtube, Instagram, Twitter and 

WhatsApp
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1. Increasing Use of the Digital Technology: 

• Data processing: Computers, wearables

• Data storage: Cloud, Blockchain

• Connectivity: Internet, mobile, wireless, 

Metaverse, etc.

• Analytic: Machine learning, AI, etc.

• Media: Web 2.0, Social media, etc. 

• Transaction: E-money, cryptocurrency, e-wallet, 

etc.

2. Phases of digital transformation: 

     Digitalisation ↠ Datafication ↠ Automatisation

3. Data-driven decision making in private and public.

4. Emerging threats to the fundamental right of privacy.

Transformation to the Digital Society
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The G20 Digital Economy Transformation Framework

Digital 
connectivity is 
essential for digital 
inclusion and digital 

transformation

A resilient, safe and 
secure online 
environment is 

necessary to enhance 
confidence and trust in 

the digital economy. 

Addressing the 
challenges of digital 
divides, privacy, data 
protection, IPR, and 

online safety. 

Need to counter 
disinformation 

campaigns, cyber 
threats, and online 

abuse. 

Enable data free flow 
with trust and 

promote cross-
border data 

flows. 

Critical role of data 
for development, 

economic growth and 
social well-being.

G20 Bali Declaration, 2022 
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THE VISION OF INDONESIA DIGITAL 2045:

"ACHIEVING AN INCLUSIVE AND 

COLLABORATIVE DIGITAL ECOSYSTEM BASED 

ON INNOVATION, TO SUPPORT ADVANCED, 

SOVEREIGN AND SUSTAINABLE INDONESIA"

The Vision of Indonesia Digital 2045
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Global Risks Severity: AI-related Risks Top 5 
(World Economic Forum 2025)
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• In 2025, critical infrastructure organizations 
around the world have faced a wave of cyber threats driven by 

espionage- or sabotage-motivated threat actors, financially 
motivated ransomware groups, and ideologically 
driven hacktivists. 

• The cyber operations are often connected to real-world 
geopolitical and ideological conflicts. 

• Adversaries increasingly “log in” rather than “break in,” 
so they exploit legitimate accounts and authentication 
processes to gain access.

                                          Morgan Adamski, PwC US (2025)

Learning from the Recent Data Breaches….

“log in”

“break in”
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Cyber Risks in the Financial Institutions
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Recent Data Breach Incidents in Indonesia

https://inet.detik.com/security/d-7549825/data-npwp-bocor-tambah-daftar-panjang-kasus-kebocoran-publik-di-ri 

https://nasional.kompas.com/read/2021/09/03/18445501/deretan-kasus-kebocoran-data-pribadi-dalam-dua-tahun-terakhir

https://www.liputan6.com/tekno/read/5285458/kronologi-bsi-jadi-sasaran-ransomware-lockbit-aksi-peretasan-diduga-saat-libur-lebaran 
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AI and Misinformation

sonnyzulhuda.com



sonnyzulhuda.com

CYBERBULLYING



Davia Emilia Sarawak, Malaysia (16 tahun)
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CYBERBULLYING



Indonesia's online gambling problem is huge.
• Indonesians lost an estimated $30.7 billion (Rp327 trillion) 

gambling online in 2023. 
• More than 10% (440,000) online gamblers are 11-20 yrs.
• A staggering 80,000 more are under 10.
• The past 5 yrs, cash flow is estimated at $56.36 billion 

(Rp600T).

Compulsive online gambling plays a role in detrimental social 
problems such as addiction, loan shark debts, murders, divorce 
and various mental health problems.
It is a topic of national concern in the media. This is all 
happening despite gambling, for the most part, being illegal in 
Indonesia. That has not stopped millions from indulging in it, 
including government officials.

https://www.abc.net.au/asia/indonesia-has-a-huge-

online-gambling-problem/104179856
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ScamAdviser (2022). "The Global State of Scams Report 2022". Link: 

https://cdn.newswire.com/files/x/86/3f/d13f26933c9f5a37a25b541af359.pdfsonnyzulhuda.com



https://www.ox.ac.uk/news/2024-04-10-world-first-cybercrime-index-ranks-

countries-cybercrime-threat-level
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Many believe that cyberspace simply cannot be 

regulated. Behavior in cyberspace, this meme 

insists, is beyond government’s reach. The 

anonymity and multi-jurisdictionality of cyberspace 

makes control by government in cyberspace 

impossible. The nature of the space makes 

behavior there unregulable. 

This belief about cyberspace is wrong.

It is based on two wrong assumptions: that the 

nature of cyberspace is fixed, cannot be changed — 

or that government cannot take steps to change this 

architecture. 

Lawrence Lessig, Lawrence Lessig. (1999). 

“The Law of the Horse: What Cyberlaw might 

Teach.”(1999) 113 Harvard Law Review 501. 

Our misconception about the Internet!
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The False Sense of Anonymity

Freedom of Expression
Ross Ulbricht and the Road Silk 

(2015) launched a commercial 

portal for illicit materials in the dark 

web, arguing for freedom of 

expression

Predatory Behaviour
Takahiro Shiraishi (2020) made his 

Twitter account to provide help for 

those who want to commit suicide.

False Sense of Anonymity
Kevin Mitnick (1995) on hacking 

spree believing that he could beat 

authority. 

Doing Away with 

Government 

Edward Snowden (2013) is wanted 

by the US Government for an 

alleged leaking of secret information.

Disregard Personal Data
Facebook/Meta (2021) made a public 

enemy by allowing data of its users 

misused in the political campaign.
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ROSS ULBRICHT 

San Francisco,  USA

Di usia 27 menciptakan 

platform SILK ROAD

Di usia 31 dijatuhi 

hukuman penjara seumur 

hidup tanpa peluang 

pengampunan

Di usia 29: Memiliki aset 

Bitcoin senilai Rp 1.1 

Triliun

The False Sense of Anonymity
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Nature of Cyber Crime

Fundamentals 
of Criminal Law 

Apply

Not totally a new 
concept, but not 
merely another 

“Law of the Horse”

Emergence of 
New Types of 

Crimes

The Centrality of 
“Computer”

Multiplicity of 
Perpetrators?

Multiplicity of 
Victims: Person, 
Property & Public 

Tranquility
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Cyber crime is a Transnational Crime

31

• It is committed in more than one State;

• It is committed in one State but a substantial part of 
its preparation, planning, direction or control takes 
place in another State;

• It is committed in one State but involves an 
organized criminal group that engages in criminal 
activities in more than one State; or

• It is committed in one State but has substantial 
effects in another State. 

 (Art 3.2 of the UN Convention Against Transnational 
Organized Crime 2000)
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Computer-related acts

Categories of Cyber Crime

Computer 

content- 

related acts

Acts against the 

confidentiality, integrity 

and availability of 

computer data or 

systems.
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Justification for a Cybercrime Convention

• Challenges of the digitalisation, convergence and globalisation 
of computer networks;

• Risk that computer networks and electronic information may 
be used for committing criminal offences and storing related 
evidences

• Need for co-operation between States and private industry in 
combating cybercrime 

• Need to protect legitimate interests in the use of information 
technologies

• Need for an increased, rapid and well-functioning international 
co-operation in cyber criminal matters

• Need to eliminate safe havens for cyber criminals
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The Objectives of Cybercrime Convention 

Harmonising the domestic criminal substantive law 
elements of offences and connected provisions in the 
area of cyber-crime 

Providing for domestic criminal procedural law powers 
necessary for the investigation and prosecution of such 
offences as well as other offences committed by means of 
a computer system

Setting up a fast and effective regime of international co-
operation.
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International Cybercrime Treaties

Budapest Convention on 

Cybercrime 2001

Adopted in Budapest in 2001 as a 

European Treaty, and was further 

expanded to be opened to the 

rest of the World.

United Nations Convention against Cybercrime;
Strengthening International Cooperation for Combating 

Certain Crimes Committed by Means of Information and 

Communications Technology Systems and for the Sharing of 

Evidence in Electronic Form of Serious Crimes

A new Convention adopted by the UN General Assembly 

in New York on 24th December 2024 by Resolution 79/243.

sonnyzulhuda.com

Article 2. Illegal access

Article 3. Illegal interception

Article 4. Data interference

Article 5. System interference

Article 6. Misuse of devices

Article 7. Computer- related forgery

Article 8. Computer- related fraud

Article 9. Offences related to child 

pornography

Article 10. Offences related to infringements 

of copyright and related right

Article 7: Illegal access

Article 8: Illegal interception

Article 9: Interference with electronic data

Article 10: Interference with an information and 

communications technology system

Article 11: Misuse of devices

Article 12: ICT technology system-related forgery

Article 13: ICT system-related theft or fraud

Article 14: Offences related to online child sexual abuse or 

child sexual exploitation material

Article 15: Solicitation or grooming for the purpose of 

committing a sexual offence against a child

Article 16: Non-consensual dissemination of intimate images

Article 17: Laundering of proceeds of crime



Legal Responses in Indonesia

Law No. 14/2008 (Freedom of 

Public Information)

Law No. 27/2022 (Personal 

Data Protection)

Presidential Regulations No. 28/2021 

(National Cyber and Crypto Agency)

Presidential Regulations No. 74/2017 (E-Commerce Roadmap)

Government Regulations No. 71/ 2019 (Administration of 

Electronic System and E-Transaction) 

Government Regulations No. 80/2019 (Electronic Commerce)

Law No. 11/2008 (E-Information 

and E-Transaction)

Law No. 19/2016 (Amendment to 

Law No. 11/2008)

Presidential Regulations No. 95/2018 (Electronic-

Based Government System)

Presidential Regulations No. 39/2019 (One Data 

Indonesia)

Law No. 44/2008 (Pornography)
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Challenges in Regulating Digital Technologies

Indonesia shall ensure its legal framework responds all new legal 

challenges with new offences, new procedures or new evidentiary 

rules.

Responsive Legislation and Judiciary

Law on digital landscape shall provide clear set of due-diligence and risk-

based approaches, so that we do not rely only on punitive measures, e.g. 

through corporate liability, fault-based damages, administrative licensing.

Preventive (+ reactive) Approach

As Indonesia plays an active and open diplomatic role, keeping the 

geopolitics of cybercrime Conventions in check is crucial.

Keeping in Mind the Geopolitics of Cybercrime

Unclear law and weak enforcement will only lead to public distrust 

and tendency of over-criminalization and over-litigation

Risks of Over-criminalisation

Mostly required when addressing the difficulty of enforcing the law against 

foreign perpetrators. Also helpful to combat international crimes, 

transnational organized crimes (eg Terrorism) or issues of cross-border data 

transfer/data localisation.

Securing International Cooperation
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Closing Remarks

02

03 Reform on cybercrime legal landscape requires unconditional commitment at home to 

seriously enforce the law.

01
As a social instrument, the law changes with the change of the society. The 

dynamics of cybercrime requires Indonesia to keep its cybercrime law relevant and 

responsive

Cybercrime emerges as another international and transnational crimes. Geopolitics, 

globalization, international trade and regionalism are all playing important role.
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DR SONNY ZULHUDA
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sweetandmaxwellasia.com.my
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